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INL is a Key Leader iIn
Tomorrow’s Energy
Future

INL Vision
INL will change the world’s energy future
and secure our critical infrastructure.

INL Mission

Discover, demonstrate, and secure
innovative nuclear energy solutions,
other clean energy options, and N ) P
critical infrastructure. essw
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The Idaho National Laboratory — 70 Years of
Groundbreaking Nuclear Energy R&D

National Reactor
Testing Station

INEL

Energy Mission — Reactor
Science, Safety and
Sustainability Solutions

1949

Argonne°

NATIONAL LABORATORY

1974

Building a New Laboratory

Advancing Nuclear
Energy

Modernizing Critical

Infrastructure
Nuclear Energy

Enabling Clean

National and Homeland
Energy Systems

Security

Energy and Environment



INL’s Science & Technology Initiatives for
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Our Nation’s Strategic Energy Security Mission

Strategic Science & Technology Initiatives

o NafionalLoboratory

Nuclear Energy
Competitiveness
and Leadership

Integrated
Nuclear Fuel
Cycle Solutions

Advanced
Integrated
Energy
Systems

Advanced
Design and
Manufacturing

Secure &
Resilient Cyber
Physical
Systems

Strategic initiatives are built on solid capability foundations to address grand
challenges and advance energy and security goals for the nation
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World-Leading Control Systems Cybersecurity Capabilities

Idaho National Laboratory

INL’s proven success in
R& D, interdisci P lin ary Critical infrastructure

resiliency, cyber-informed
design and recovery

teamS, and deployment Nexus of electric grid,

of effective solutions  wireless communications,
control systems cyber RDD&D

/

BERCORE

tion

Cyber assessment,
analysis & training

cent

Nuclear Cybersecurity
Domestic & International

(egra
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Control Systems
Cybersecurity R&D

Integrate best-in-class
science and technology
capabilities to balance

DHS NCCIC (ICS-CERT) v,

Red/Blue Training the najuon s R&D
portfolio between urgent
near term and long term

Aurora impacts on high
A seminal demonstration of s consequence systems
cyber-physical effects Response Support Critical Energy Control Component

and System Evaluations

Ukraine Power Grid Supply Chain Program
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Critical National Challenges in Control Systems Cyber
A More Holistic Approach to People, Partnerships, and Technology is Needed

N
N

National measure/ Fundamental
countermeasure \ Ve . science &
approach is not o ’ engineering
sustainable, scalable, of cyber challenges are
or anticipatory ¢ inadequately advanced ¢
A A

Al

- Technical

R&D and complex e expertise is
solutions require in limited supply
expensive systems and ) and mostly consumed

large-scale proving grounds A

© In operations




Idaho National Laboratory

Cybercore Integration Center

Building an Enduring Control Systems Cybersecurity Innovation Capability

Virtual Research Park Interdisciplinary
Talent Pipeline

2%

CYES

integratiornse

S,

Universities/
Military Academies Industry

Large Scale Validation

=

NOC, Demo Center

Full-Scale Critical Infrastructure Test Range Complex 7
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Expanding the Research & Education Ecosystem

Centers of Gravity for Programs (Cybercore/C3), University R&D (CAES), Education (University Place)
Build an Idaho Ecosystem for “hands-on” collaboration to create new talent and nurture innovation

Energy Innovation

Center for Advanced Laboratory
Energy Studies
Cybercore Energy Systems
Collaborative Integration Center Laboratory
Computing Center
2 University Boulevard

_ yniversi

%\e\*\"“‘v ;
- IRON Network: Idaho Regional Optical .
Caucation Ca Network, high speed (100Gb) links between
Education Campus sartners, backbone links to Salt Lake, Seattle .
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A Spectrum of Technologies and Disciplines is Required

Both are required for Intelligent &
Autonomic Systems

Fundamentals of the Engineered Process '

Component and System Security

Secure Embedded | Secure & Robust
Technologies Communications

Situational
Awareness in OT

Cyber Informed
Engineering

Innovative
mitigations, secure

Engineering-based
risk analysis, resilient

Identify key
monitoring points,

Mitigate exploits
before there is an

Integrate security
based on “physics”

design, & threat
disruption devices.

new sensors, data &
behavior analytics

impact, particularly
on legacy devices.

technologies within
engineered designs

of the channel
communication
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Energy-Cyber Portfolio: R&D, Education for Industry

Consequence-driven | Cybersecurity for| Cyber Analytics

CyTRICS Firmware M2M Automated
Cyber-informed OT Environment Tools & (Digital Supply Indicator Threat Response
Engineering (CCE) (CYOTE) Techniques (CATT) Chain) Translation (FIT) (MMATR)
(7 - ((4( »SeCuRIT! =
SO NI
-y . - . : : ) - = =t w
Mitigate the high Monitoring, Developing new Finding, mitigating _ Mitigate exploits
impact negative collecting, and analytic tools for common-mode Integrated Binary before impact,
consequences of sharing of critical OT threat sharing vulnerabilities in Analysis tools and incorporating
cyber attack with OT cybersecurity and situational OT components, environment for functional limits of
engineering-based indicators for awareness subcomponents embedded legacy devices.
solutions operational assets. systems

Cyber Strike
Workshops

i i Cyber Security
Liberty Eclipse
Exercise for Renewable

Energy

California Energy j Structured Threat
Systems 2100 Intelligence Graph
(CES-21)
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DARPA RADICS

Developing

' Translating real- Exercises to R&D Roadmap Utility partnerships Open Source
solutions to enable | \yorid cyber events strengthen the for securing on common R&D software to
effective and into training to whole of emerging and challenges, and visualize technical
secure restoration | protect US utilities government distributed energy validated on actual threat information
of cyber-impacted | gt every step of the energy incident infrastructure from equip integrated shared via STIX /
power grids OT cyber kill chain response cyber attack on test range TAXII'/ JSON code



Data~ Scenarios Model

¥ Electricity
v Generation

v Fossil Fuel Generation
Plant

Coal Fired Generation
Plant

Combined Heat Power
Plant

Hydroelectric Facility
* Wind Farm
Wind Turbine
Nuclear Generation Plant
v Energy Storage
Battery
Compressed Air
Flywheel
¥ Solar Generation Facility
Photovoltaic
Concentrated Solar
Fuel Cell

Geothermal Generation
Plant

¥ Transmission and
Distribution

Substation

Direct Current Converter
Station

r Station

Circuit (Line)

Dispatch and Control Center

W |No Color Selected

Name Db Name

No records available.

Dependent On m

Hydrogen

Hydrogen Chloride

Refinery

Data Type

Dependency Profiles ©

Provider Of -

Effluent Water (Produced)
Isobutylene

Lubricating
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Views  Change Database




AHA Interdependency Characterization and Data Collection

Approach

Dependency Profile:
Engineering Design Principals

Raw Water Finished Water

Disinfectant @

Water EE oy
ph Adjustment Treatment ’

Plant 2
Electricity _ T [

substa

Attribute Assignment

Stru Ctu re d Data Cogeneration Plant - Petroleum Refinery
Dependency Detection
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Unstructured Data
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Treatment plant power outage means all of Tampa must boil water

By Wi Hcbocn, Sewsica Vimder Velde 2t Richacd Dinieinn, Thsmes stafl writers

TAMPA ~ A rodent, most likely 2 squizrel, chewing on 4

Friday merning caused a poswer failure that led to an unj

for $60.000 people and businesses and left them
weckend

The effects were

RELATED NEWSIARCHIVE disappeared und
Power outage raps tratfic Bghts in &osh ollar-ta o — s 2]
T And residents ac
7 M A notice atfected U

their tap water.
North Tasps power utage disables 5
traftic lights Until Monday md
IR sbsould boil any ¢

fruits of vegetabl et
Tirefighters patch torse gas eak ot nsinste, This afh -
water treatmeent plast. no lgeries 100,000 of them| -
2 o g Tampa
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Institutional Approach to Academic Partnerships

The Pace & Innovation for Infrastructure Security Challenges Demand Unconventional Collaborations

INL National
S University

[\ Center for Advanced
Energy Studies Y |
| Strategic University
INL Contract Regional Partners Partnerships for Education &

Research

Joint Appointments 7 Researchers : Students

A r o
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ldaho Research & Education Ecosystem
Re-Imagine Our Education Institutions & Partnerships

Exchange of scientific and engineering information, results, and
methods across Ildaho's colleges and universities leveraging unique
talents and avoiding duplication.

Virtual integration of university, college, and/or INL lab facilities and
demonstration environments facilitating a new multi-
disciplinary approach to education.

Joint national grand challenge R&D projects and proposals that
could generate additional funding as well as faculty and student
excitement.
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CyberStart and Cyber FastTrack: Learning Games

Have you got what it takes? G .
ov. Little, INL, &
Designed by experts in the field, Cyber FastTrack provides an unprecedented -
b opportunity for you to quickly kick start a career in cybersecurity. It consists of ST E M A Ct on Ce n t er
:g ‘ three stages, each featuring a series of increasingly difficult digital challenges.
fasttra:" No computer science experience is required to get started! The most Cy b er St art — H I g h S C h

successful students from each stage will be invited to advance to the next

stage of the program. FaStTraCk = CO”ege

There is a shortage of cybersecurity experts in the US Here's how it works:

Data and network breaches happen so often, it has N 0] p r | or ex p er | ence
become a question of ‘when’, not ‘if’, an organization re q u | re d ’ 300 h rs Of
will Face their next security challenge. Cybersecurity .

game learning

professionals now hold some of the most critical roles in
the modern workplace. Next, tackle more than 200 real-world

cyberstart challenges as you learn how to identify .
Cyber FastTrack is helping to address this shortage game security flaws. uncover a cyber criminal's 2 7 St at es in G ame

by exposing undergraduate and graduate students to digital trail, and more_

exdling career opportunities in cybersecurity, as they
Finally. build on the foundational skills 1 6 5 I d ah 0) St u d en tS y

develop in-demand technology skills. This free course is

w evel ring SSEss al me while 1
delivered completely online so students can complete it essentials developed during A e Game whil 5t h /C ap Ita (aS Of 4/2 7)

working through hands-on exercises, quizzes,

alongside other educational programs. interactive labs, and exams.

$2.5M scholarships for
SANS Courses, College

. ) Top-scoring participants will win
We no longer look for people with cybersecurity scholarships to advanced cybersecurity

Learn more at:

degrees. We now hire cyber people if they have hands-
on mastery of networking and Python and Linux and courses, where they will earn industry- www.cyberft.io/student

other essentials of applied computer science. Without respected certifications from the L 4 @CyberFastTrack

those skills they are useless in technical roles” SANS Institute, the world leader in I N L y Cl SCO y Va.n g uar d y
=Lalls T cybersecurity education and research. F ann | e M ae

“The nation desperately needs more highly-skilled cyber professionals, and we
have evidence that CyberStart improves the quality and preparation of people

(S|gn up until May 10, 2019) entering the cybersecurity industry.” — Allan Paller 15


https://www.cyber-fasttrack.org/

SNL

ldaho National Laboratory
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Cybercore Integration Center’s Mission

Address the most critical control systems challenges that require a
national collaborative, inter-disciplinary environment

Drive a national Partner Accelerate workforce
R&D agenda at a grand level development
that creates a balanced to enable capabilities and for control system

portfolio between urgent  impacts across the nation. cybersecurity talent.
and long-term challenges.

An Enduring Control Systems Cybersecurity
Innovation Capability
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The National Workforce Capability Gap

Why is a national lab involved? ...

Specialized expertise to
address control systems
cybersecurity threats is less

Actionable threat analysis and
information sharing
than 10%* of national need
High quality and immediate
incident response -

Innovative R&D and validation for
deployable, long-term solutions

A 4

A multidimensional, long-term

: approach is needed:
Cyber-informed and advanced . Hands-on experiences

technology education

Relevant training and performance-
based competency in education

Initial competency & refresh
Professional teams
Critical Thinking

*INL’s insight gained from the many requests for
expertise from U.S. Government and private
sector leads to this estimation. 18



