King County, Region 6 Critical Infrastructure Working Group

Cybersecurity Workshop Agenda - DRAFT
Tuesday, March 26, 2019 | 8:00 - 4:00PM
DoubleTree Suites — Seattle Airport Southcenter
*Agenda times are tentative to change
8:00-9:00 Registration & Continental Breakfast
9:00-9:15 Welcome & Introductions

9:15-9:25 Update on Regional State UAS User Groups Project, Longterm Power Outage
Workshop, and CRDR Projects

e Eric Holdeman, Director, Center for Regional Disaster Resilience

9:25-10:15 911, First Responder Communications, & Emergency Alert Threats & Preventable
Measures

Overview of the continuum of communications from call to arrival on scene. What are
the vulnerabilities of 3 areas: 911, dispatch, and delivery systems? Scenario-based
discussion will follow.

e Hillman Mitchell, President, Critical Infrastructure Cyber Security Consultants
e Jonathan Brock, Pierce County E911 Program Coordinator

10:15-11:00 Mobile Device & App Security

Mobile devices and apps are all around us. Hear about threats, vulnerabilities, and
security surrounding the devices that we use everyday.

e AT&T/FirstNet (tentative)
11:00-11:15 BREAK
11:15-12:15 Regional Coordination — What is happening on the Federal, State, & Local Level?
Hear updates and engage with representatives on what is happening around the region

e Washington State Fusion Center
= Allen Avery/Lance Fuhrman, Washington State Fusion Center (invited)
e Pierce County



= Natalie Stice, Homeland Security Coordinator, Pierce County
Emergency Management
e Washington State
= Rob Lang, Cyber Security Manager, Washington State Emergency
Management Division
e Federal
= Ronald Watters, Cybersecurity Advisor Region X, Department of
Homeland Security
= FBI (tentative)

TBD Department of Homeland Security National Cyber Exercise and Planning Program
12:45-1:15  Lunch Keynote

e Rob Arnold, ThreatSketch (invited)
1:15-2:00 Lessons Learned from Sammamish Ransomware Attack

In the wake of major ransomware and cyber attacks across the nation, what are lessons
that can be learned to protect ourselves and best practices to prevent future attacks

e Andrew Stevens, Emergency Manager, City of Sammamish (invited)
2:15-3:00 Low Cost Cyber Solutions Panel
e Steve Stein, PISCES (invited)

3:15-4:00PM Networking



