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CRITICAL INFRASTRUCTURE



DAMAGE CAUSED

ATLANTA

(SamSam malware)

 Loss of computing and 

payment processing for a 

week

 Citywide including 

Hartsfield-Jackson 

International Airport

 $10M cleanup

COLORADO DOT

(SamSam malware)

 50% IT resources

 400 Servers/1300 

workstations

 $100M payment 

processing/month

 $1.5M cleanup



TRENDS & STATISTICS

2016 data

An IBM study suggested that over 

a quarter of all companies would 

pay more than $20,000 to hackers 

to retrieve data that had been 

stolen.

2018 data



2016 data

Ransomware costs businesses more than $75 billion per year. 

(Source: Datto)

TRENDS & STATISTICS

2018-19 data



TRENDS & STATISTICS

The average cost of a ransomware attack on businesses was 

$133,000. (Source: Sophos)

2018-19 data



TRENDS & STATISTICS

In 2019 ransomware from phishing 

emails increased 109 percent over 2017.         

(Source: PhishMe) 

https://phishme.com/ransomware-delivered-97-phishing-emails-end-q3-2016-supporting-booming-cybercrime-industry/
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REMAINING AGENDA

• SCENARIOS

• LESSONS LEARNED 

• BEST PRACTICES



SCENARIOS

ATTACK ON LAW FIRM ATTACK ON 

MANUFACTURER



ATTACK VECTOR

ATTACK ON LAW FIRM ATTACK ON 

MANUFACTURER



IMPACT

ATTACK ON LAW FIRM ATTACK ON 

MANUFACTURER



LESSONS LEARNED

• USE OF CYBER THREAT INTELLIGENCE

• USE OF ATTORNEY-CLIENT 

CONFIDENTIALITY

• REMEDIATION APPETITE

• INFORMATION SHARING

• USE OF GOVERNMENT RESOURCES



BEST PRACTICES

• INSURANCE 

• INCIDENT RESPONSE PLAN 

• BACKUPS 

• TRAINING 

• ATTORNEY-CLIENT PRIVILEGE 



BEST PRACTICES

• PUBLIC-PRIVATE PARTNERSHIP 

• INFORMATION SHARING 

• COMMUNITY CYBER CAPACITY 

BUILDING



COMMUNITY CYBER CAPACITY



COMMUNITY CYBER CAPACITY

~ 50% of US GDP derives from small business 

50% of employment is from small business

WHAT IS BEING DONE FOR SMALL BUSINESS?

SLTT has a duty to 

“enable, support and partner”

with community ISAOs.



CYBER ON MAIN
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