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CYBERSECURITY BY THE NUMBERS





AUTOMATION 

of investigation and response

INTEGRATION of all components 

for coordinated insights and 

response

FOUNDATIONS OF A MODERN SECURITY PLATFORM

MACHINE LEARNING and AI to 

separate signal and noise

CLOUD SCALE 

real-time 

threat intel

“By 2020, 30% of security 

spending will be on vendors that 

provide an integrated platform 

approach to security”

– 2017 IDC FutureScape report



AN ARGUMENT FOR UTILITY COMPUTING 
IN THE CYBER FIGHT

Hyperscale cloud vendors will far outspend even the 
Fortune 5 on security because their business model is TRUST.

Radically different economics - customers get access to 1B 
in cyber spend, only pay for a “slice”. 

Move to cloud is part of a sound risk management strategy 
– i.e. transferring risk

Cloud helps you stay continually patched and compliant 

Certs AND a track record



Action How We Can Partner

Self-service
Fast

Track
Premier MCS Partner

10. Deploy Azure Backup and Recovery services     

9. Move doc stores to OneDrive for Business     

8. Automate info protection and classification     

7. Deploy Win 10 and Cred Guard to all clients.    

6. Deploy Endpoint Protection with automated investigation/remediation.    

5. Monitor and reduce time-to-patch    

4. Deploy next gen Security Information and Event Management tools    

3. Deploy behavior-analysis content scanning    

2. Leverage Microsoft Secure Score best practices across Identity, Office 

365, Windows clients and servers. 
   

1. Deploy phishproof identities for all users, including Just-In-Time and 

Just-Enough admin accounts. 
   



BRAKES ARE WHAT ALLOW THE CAR TO GO FASTER.

FINALLY, PLEASE REMEMBER…



Q & A



THANK YOU !
Dean Iacovelli

deaniac@microsoft.com





“WHAT HAPPENED AT THE CITY OF XXX ?”

IMPACT

Own domain Delete backups Exfiltrate data Redirect funds Ransom Botnet

ESCALATION

Pass the hash Pass the ticket

RECON

Target recon Network traversal Mailbox persistence Device persistence

ENTRY

PHISHING
Spear, whaling, trusted user

PASSWORD
Brute force, spray

KNOWN VULNERABILITIES
OS, database, apps

Video

file:///C:/Users/deaniac/Downloads/cred theft and pth - edit.mp4


Our most unique global asset in the 

fight, informed by trillions of feeds. 

Machine learning helps sort the 

signal from the noise. This signal is 

leveraged across all of Microsoft’s 

security services.

450B 
monthly 

authentications

18+B
Bing web pages

scanned750M+
Azure user
accounts

Enterprise
security for

90%
of Fortune 500

Malware data
from Windows

Defender

Shared threat
data from partners,
researchers and law

Enforcement
worldwide

Botnet data from
Microsoft Digital

Crimes Unit

1.2B
devices scanned

each month

400B
emails analyzed

200+
global cloud

consumer and
Commercial services

INTELLIGENT SECURITY GRAPH
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