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Vision
Unify IT for the state under a single organization
Agencies focus on their core business, not IT

Standardized, enterprise solutions




NIST Cybersecurity Framework & NIST 800-53

CIS Conirols

venetration tests

- Annual cybersecurity awareness fraining

- Address #1 threat: human factor




Vision: a future in which various government entities in our great state
work together to prepare and respond to cybersecurity incidents

artment of Homeland Security,




VERIS - Framework
Common language

Repeatable

trics / Analytics
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Event Log Report

R ance, and Faith, need to put together a rollout plan for after May 30th. Plan should include:

Event Type: Routine $tatus Report

cident: IO Cybarsecurity

Posifion: |1 ¢, bersecurity Coardination 1. Initial announcement and training .
{10 Lisk 2. Ongoing training E | f I | b (B I
- 3. Technical and Incident contact information Ve nt og or co a 0 rat I 0 n u e

MName: Diego Curt =1L " !
Phone: (208) 332-1851 4. A plan to send sensitive information outside of WebEQC.

Date.| BUEE01S $03508 ID Cybersecurity Coordination - diego.curt at 08:38:46 on 04/18/2019 t e a m a SSi st a n ce' a g e n cy CO m m S,

Point of Contact This is a NO REPLY email address
WebEOC Login: https:/iwebserver imd.idaho.govieoc?

== etc.

Map:
ddress/Location: Routine
Thi5 INFOMENoN ks AOL For p and (s Inmended for authonzed WebEOC users only.
Record & I'm at the bottom of the building...Spiderman has died.
Event Type: Routine Status Report ID Cybersecurity Coordination - kdehart at 10:45:44 on 03/28/2019
Pasition: | . ity Coordinati
comtyip st 'P Cybersecurity Coordination This is a NO REPLY email address
Mame {Karl DeHiart WebEQC Login: https:/fwebserverimd.idaho.govieoc?

Phone: 203-253-6531
Date: 03/28/2019 10:45:44

Point of Contact

Attachments:
Map:

ddress/Location:
Routine Updste Record
This informianion ks Aot for p and is inzended for authorized WebEOC: users anly.

e | = ooing to keep sending out a cal for help for Spiderman until somecne answers! Can semeone answer this o is this a one-way notification?

Event Type: Routine Status Report ID Cybersecurity Coordination - diego.curt at 10:42:32 on 03/28/2019
co Fm“.‘gﬂ.'li ID Cybersecurity Coordination This is a NO REPLY email address

WebEOC Login: hitps:/fwebserver.imd.idaho.gov/eoc?

: ._.,HE_L!.IEII.IH

MName: Diego Curt
Phone:  (208) 332-1851 Test, this is only a test. Spiderman has fallen and he can't get up.
Date: 02/27/2019 14:11:18 ID Cybersecurity Coordination - diego.curt at 14:11:16 on 03/27/2019

Point of Contact °8° Curt This is a NO REPLY email address

WebEOC Login: hitps./fwebserver.imd.idaho.govieoc?
Attachments:

Map: Spiderman Home

ddress/Location: i
50 W. State Street, Boise, ID 83702 Routine Update Record
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