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• State IT Initiatives

• Cybersecurity

• Incident Response Program

AGENDA



• Vision

• Unify IT for the state under a single organization

• Agencies focus on their core business, not IT

• Standardized, enterprise solutions

• Current Phase (multi-year initiative)

• Eight agencies 

• ITS will double in size – 66 FTE

• Expanded Services

• Service Desk, Server/Storage Maintenance, Network, Cybersecurity 
(SOC and CISO office), Compliance, Phones, Application Development 

STATE IT INITIATIVES – IT MODERNIZATION



• NIST Cybersecurity Framework & NIST 800-53

• CIS Controls 

• Vulnerability assessments/penetration tests

• Annual cybersecurity awareness training

• Address #1 threat: human factor

• State cybersecurity website: https://cybersecurity.idaho.gov/

CYBERSECURITY INITIATIVES



• Vision: a future in which various government entities in our great state 

work together to prepare and respond to cybersecurity incidents

• ITS, Emergency Management, Department of Homeland Security, 

counties, municipalities

• Built around the NIST SP 800-53

• Governance

INCIDENT RESPONSE PROGRAM
NOT IF, BUT WHEN…



• VERIS - Framework

• Common language

• Repeatable

• Metrics / Analytics

• WebEOC – Collection 

• Common Platform

• Accessible

• Secure

INCIDENT RESPONSE PROGRAM



INCIDENT RESPONSE PROGRAM



INCIDENT RESPONSE PROGRAM



QUESTIONS


